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CamogmarHocTmpyowasacsa agMnH-rniaHesnb gns
Hebonbwnx PHP-canTtoB n cepsepoB

OnHa naHesib BMeCTO KY4YM OAHOPA30BbIX CKPUMTOB «3anyCcTtnn U yaaian»

CHavasia npoBepka, NpeanpocMoTp N TOJIbKO MOTOM UCMPaBJIEHUE:
HM4yero paspywuTenbHoro 6e3 noareep>xaeHns n CSRF

Bakansbl, npaBa, SSL, uenocTHoCcTb 6a3 N apxmnBOB, CBEXNE MPABKMU

«evyaTb» N «KoNMpoBaTb» B Ka>KA0OM OTHETE — pe3ysibTaT MOXHO
OTAaTb KOMY YyroaHo (B ToMm 4ucne V)

Yelwcknin, aHrIMACKNUIA, HEMELLKUA, PYCCKUIA; CBETJ1ada U TEMHasA Tema
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Copep>xaHue

1. OTKyZa 3TO B34J10Cb 4. NHTepchenc
2. Y10 npoBepseT 5. CTaTyC 1 4eCTHOCTb

3. MpuHumnnbl 6e3onacHoOCTH

§) OoTkypa 310 B3NIOCH

Bcé Havanocb € canTa OJ15 XKeHbl aBTopa. Kaxxabi pas npu ownbke 500 M nucan ogHOPa30BbIN CKPUNT
(«3anycTu oauH pa3 v yganu»). Korga nx Habpanock 6onblie Tpéx, nx cobpann B 0oHY ANArHOCTUKY,
KOTOpas BbipoC/ia B CAMOCTOSATE/IbHbIN MPOEKT: OKOJIO AEBAHOCTa MOAYJIEN NMPOBEPKM N HeThbipe A3blKa.

Npes: Korga 4To-TO CJIOMAsioCh, HaXXaTb KHOTMKY U NMOJTYHYUTb rOTOBbIN OTYET, a I oTAaTb MOJIHbIN
OTHYET BMeCTO O6prBKOB CKPUHLLIOTOB — 4TOObI OH He yxoanmn «B TYHHENb» N HE YNHWJT HE TO MEeCTO.

3 4Yro nposepser

O6nactb Y10 nonyvyaerte

MNpaBa Ha MpoBepuTb - MpeanpocmoTp - MpuMeHnTb. O6beKThbl 4eNATCS Ha: HOpMa / ocobble /
cepsepe BHMMaHMe / pPEMOHT; NpeAfiaraloTca ToNbKo 6e3onacHble NpaBKu.

Bakanbl LlenocTtHocTb 6a3 1 apxnBoB; 2 06bl4HbIX + 1 MEeCAYHbI CHUMOK Ha NMPOEKT.

SSL Cpok 1 goBepue K cepTudukaTy.

Ccblnku Mounck BUTbIX CCbINIOK € 3awmTon oT SSRF.

CBeXue rnpaBku  YTO MeHAOCh Ha canTe 3a nocaenHnn 4ac.

NKOHKN 1 Mouck nybnen nkoHok 6e3 noTepm nocnenHen 3aKOHHOW KOMuu.
annbi
OnoseleHns Heobsa3zaTenbHble coobuieHns B Telegram.

E) NpuHuuneb 6e3onacHocTy

o Jlioboe pa3pywmnTtensHoe gencteme — POST + CSRF + siBHOe NoATBEpP)XAEHME, HUKOrAa He npocTas
CCblJIKa.

e PeMOHT — 3TO MMEeHOBaHHbIe beHKLI,I/II/I, a He NpounsBoOJibHada KOMaHda 060/104KM U3 OAHHbIX; MEHSeTCS
rpynna, sBnageneyd — HUKoOrga.

o «[lpeanpocMoTp» MoKasblBaeT TOYHbLIA NiaH A0 «[1PMMEHUTb»; Nocae NpUMeHeHns NOET HacToslee
NMOBTOPHOE CKaHMPOBaHME N 3aMuncb B XXypHall.

o CekpeTbl 1 6a3bl 6€30MacHOCTY NexxaT BHe BEO-A0CTYMNHON Nnanku.

3 Uurepdeiic

e B Ka)XooM MHPpopMaLMOHHOM OKHe cBepxy «lledaTb» n «KonmposaTb».

¢ LiBeT HeCéT cMbIC/I: 3eNéHbI — fenan, XENTbIM — MOCMOTPU, KPACHbIA — OMacHoO, CUHU —
MHpopmMaumsa.
¢ [OpPSAAOK A3bIKOB: YELCKNN, aHMIMACKNIA, HEMELKKUIA, pycCKuin. CBeTnas/TEMHaa TeMa — BPYYHYIO.
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e Besge, roe npennaraeTcs YNCTKA, — OOMHAKOBBIN CNUCOK C «CKavaTb / YOanuTb» B Ka)K[0WM CTPOKE.

) Cratyc n yecTHOCTB

MOCTPOYHbIN ayanT BCEX MOAYJIelN MPOBEPKM 3aBEPLLEH; MTaBHble CUCTEMHbIe HaxoOkn (HeT CSRF y
pa3pywuTenbHbix GET-gencteuin, 6a3a 6e3omacHOCTM BHYTpY Beb-nanku, onacHas KoMmaHga chown,
NMOBTOPSBLUASCA WeCTb pa3) MCnpaBsieHbl. NpoekT npepgnaraeTca Ana npobbl 1 0T3bIBOB; OCTaBLUMeECS
LIEepOX0OBaTOCTU NEPEYUCAAIOTCS, @ HE CKpbIBAlOTCH.

ABTOpbI. AHOpen MacyHKo (MexaHuK, Yexunst)) — naes, TpeboBaHMA, NCNbITaHMUA Ha XXNBOM cepBepe. Koa 1 norunka
— BMecTe ¢ N-accucteHTamum Claude (Anthropic), ChatGPT, Gemini n DeepSeek. [leMOHCTpauunsa TOro, 4TO MOXXeT
caenaTtb YyesioBek 6e3 onbiTa NporpamMmmMmmpoBaHns BMmecTe ¢ MM — 4eCcTHO, CO BCEMU LLIEPOXOBATOCTSIMMU.

ProjectDiag Al, onarHocTuka canTa, agMuH-naHenb PHP, npoBepka npaB cepBepa, LLeNoCTHOCTbL 63KanoBs, npoBepka SSL,
butble ccbiniky, MO ¢ UMW, autoservis.shop
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